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1 Hauyano pa6ortbl

1.1. NMoaknruyeHue kK WEB-uHTepdency
1.1.1. Moakntoumntecb K LAN nopTy YCTPONCTBA C NMOMOLLbI CETEBOro Kabens.
1.1.2. OTkponTte Baw 6O6pay3ep un HabepuTe B aapecHon cTpoke 6pay3epa
«192.168.1.123».
1.1.3. Ecnn He ypanocb 3antm Ha WEB-uHTepdenc npmbopa no ykaszaHHOMY
aapecy, nocMoTpuTe HacTporku TCP/IP Ballen ceTeBOW KapThbl.

1.2. Mpumep HacTpoiku TCP/IP Ha npumMmepe Windows 10
1.2.1. Mepengnte B LeHTp ynpaBneHusa ceTsaMm mM 06WMM [OCTYNoOM ->
n3MepeHue napamMeTpos agantepa. (CM. puc. 1.1.).

55 Llentp ynpaenenus cemanm u oBLLM AOCTYNOM — O X
Pynp Ty
L5 5 MMaHens ynpaenenun > BCe 3NEMEHTHI NZHENN YNPIENEHWA > LLEHTP yNPaEAEHIA CETAMM W 0BLLMM AOCTYNOM v 0
¥ ¥ ¥ Y

MpocMOTP OCHOBHLIX CBEAEHMIA O CETM W HAaCTPOMKa NOAKNHOUSHMIA

Mpocmorp akThenbix cereil

i
o8
uetellocal Tun gocTyna: Mrreprer
se

Noweran cets Mogknioueris: B Ethernet

Mapanerpe! noTokosaii
nepegaunt cemn Tun gocTyns: Bes aocTyns k WrTeprery
OBuieaccTynHan cets Moaknrouerms: U USE Ethermet

Vimerenue ceresbix napameTpos

G4 Cosasrue w nacTpoiika Hosoro nogKrouERis WK ceTr

Hactpoiika WipokononocHoro, , KOMMYTHPYEMOrO Wit VPN-nogouenig mubo Hactpoiika
MEPLUPYTUATOPE MAK TOHKM AOCTYA.

=¥ Ycrpanenue enonagok
[IMarHocTUKa U WEMPRBASHHE MPOBASK C CETBO AN MOAYHEHUE CBGACHHT OB YCTpaneHiK
HenoAzACK.

Bpanamaysp 3aluhika
Windows

Cofictsa Gpaysepa

Puc.1.1. LleHTp ynpaBneHus ceTaMmn 1 obLInM AOCTYNOM

1.2.2. Hangute Hy>XHOe ceTeBoOe noaknyeHne n Bblbepnte «CBONCTBaA».
1.2.3. Bblgenute KOMMNOHEHT «IP Bepcun 4» U HaxXMuTe KHoMKy «CBOMCTBa»
(cm. puc. 1.2).
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CTMEYEHHEIE KOMMOHEHTEI MCNONE3YIOTCA 3TAM NOOK NOYEHWMEM

'? KnweHT anA cetei Microsoft A
’:]?Dﬁu.mﬁ'l OOCTYN K Paidnam 1 NpuHTERaM anA ceTei Mi
’:]? MnaHvpoBwmlk nakeTos QoS

IP Bepovn 4 (TCP/1Pwd)
4 MpoTokon MyneTMNnexkcopa ceTesoro aganTtepa (Mai
4 Opaisep npotokona LLOP (MaikpocodT)

& IP sepoin & (TCP/IPwE) LY
>

RO E R R R

YoTaHOBWTE .. ¥ nanute Ceoiictea

Onvcanue

MpoTokon TCP/IP. Ctanpapeid npoTokon rnodansHex
ceTel, 0fecneyMBatLIMiA CBASE MEX DY PasNMIHEIMK
E3EMMOASACTEYIOLLMMK CETAMM.

Puc. 1.2. CBoncTBa CeTeBOoro noAakayYeHund

1.2.4. Bbibepute «Mcnonb3oBaTb cneaywwunn IP-agpec», npuMMep Kak MOXeT
BbIFNSAE€Tb OKHO CM. puc. 1.3, HaxkMuTe «OK».

Ceofictea: IP sepcun 4 (TCP/IPwd) >
Dfwme

MapameTpel IP MOXHO HAZHEYSTE SETOMATHYECKN, ECIM CETE
NoAASMHHMBESET 3TY BOSMOMHOCTE. B NPOTHBHOM CNyYae yaHalTe
napaMeTpel IP y CETEBOrD AAMUHWCTPETORS,

D MonyuuTe IP-anpec aBTOMaTHYECKK

@ Mnone3oBaTe cneayiowmi IP-aapec:

IP-anpec: |192.168. 1 . 0 |
Macka nogceTu: | 255 .255.255. 0 |
OCHOBHOI LWANKDE! | 192,168 . 1 . 3 |

Mony4kTe agpec DNS-CepBepa asToOMaETHHEKK

@ MnonesoeaTte cnegyrowme agpeca DMNS-cepeepoE:

MpegnodrTaemel DMNS-cepeep: | . . . |

ANETEPHATHMEHEI DNS-cepeep; | . . . |

(] MoaTEEpAMTE NEpaMETRR NPW BRIXOE [ononHMTensHo. ..

Orvera

Puc. 1.3. HacTponka nony4deHus napameTpoB IP aBToMaTuyecku
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1.2.5. Beegnte B MNOUCKOBOW CTpoke Opay3epa agpec 192.168.1.123.
OTkpoeTcsa opma Bxoga B WEB-unHTepdenc yctpomncrtea (Puc. 1.4.)

Norvn  Login

[Nlapone Passworc

OTMEHA

Puc.1.4. ®opma Bxoaa B WEB-unHTepdeinc
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2 Pa6ora ¢ WEB-uHTepcdencom

2.1.

2.2.

O6wee onncaHme akpaHa WEB-uHTepdenca
Mocne Bxona B WEB-nHTepdenc otobpasmtca «OCHOBHOW 3KpaH».

B BepxHen 4yacTtu CTpaHuubl HaxoaAuTCs wanka. B wanke pacnonaraetcs
NoroTun, ceTteBoe WMsS YCTPOMUCTBA, pPacrnosioXXeHWe YCTPOWCTBA, KHOMKMU
COXpaHeHUsA/0TMEHbI (oTobpaxatoTcs npu nobom U3MEeHeHUU
KOHUrypaumm), uMs TeKywero nonb3oBaTens, KHOMKa Bbixoga WU3
nosib3oBaTtens.

CneBa Ha CTpaHULE OTO6pa)kaeTcsd HaBUraLMOHHOE MeHlo, crnpaBa —
OCHOBHOE COAEPXMMOE.

OCHOBHOM 3KpaH
Ha ocHOBHOM 3KpaHe oTobpaxaeTcsa BCS onepaTtuBHasas WHopMmaums 06
yCTpONCTBE B BMAe MHeMocxeMbl (CM. puc. 2.1).

W Mpvopurer BBOAA
Beog Ne1 Pexvm nepeknioyeHns BBoAA: NMaBHLIN (Mpy nepexofe Toka Yepea 0) Bsop Ne2
lMopor 4yBcTBATENBHOCTH NO Toky 0,25A
164 280 HanpskeHue Ha BBofie Ne1 3a npegenamu ycTaBok

S = Osap Q=0BA
Tun Harpyaku:
< cosg= 1.000 He onpeaenéH

P = 0Bt

Beixoa

Puc. 2.1. OCHOBHOWM 3KpaH

MHeMocxeMa COCTOUT U3 7 OCHOBHbIX 3/1EMEHTOB: BBOJ, COeANHUTESNIbHbIE

NVHUKN, BNOK NUTaHUS, YCTaBKa BpeMeHN NMOTOBHOCTWM BBOAA, K/THOYUN, BbIXOAHbIE
rnapameTpbl U BbIXO4. DNEMEHTbl MOryT HaXxoauTCs B 4 pa3/IMYHbIX COCTOSIHUSX,

KOTOpble 0T06pa>|<a+0Tc;1 pa3MyHbIMU LUBETaAMWN CM. Ta6nmu,y 1.MpnoputeT BBOAA
0T06pa>KaeTc;| B BUAE 3BE3JO0HKHN pAAOM C COOTBETCTBYHOLWLMM BBOAOM.
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Tabnuua 1 - CoCTOAHUSA 3/IEMEHTOB MHEMOCXEMBI

LiBeToBOE COCTOSIHME 3J/IeMeHTa O603HauvyeHune
o He akTuBHO. [IpUMeHAETCHa KO BCEM
Cepbin
3/IEMEeHTaM.
. AKTUBHO lpnMeHsaeTCca KO BCEM
3eneHbin
3/IEMEHTaM.
AKTMBHO, TOK HarpyskKu nogHsncs ao
o npepena. NpMMeHAETCHa K 3/1IeMeHTaM:
XKentbin peA P

BbIXOAHbIE MapaMeTpbl, BbIX04 U
COEANHUTENIbHBIE JTIMHUN MEXAY HUMN.

He akTMBHO MO NpuvyYMHe aBapuMHOro
KpacHbin COCTOSAHUA. [IpUMeHaeTca KO BCEM
3/1eMEeHTaM, KpoMe BbIXO4O0B.
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2.3. HacTtpoiku cetun
Ha 3TOM aKpaHe nosb30BaTeslb MOXET:
- YCTAHOBWUTb CETEBOE MMS, PACNOJIOXKEHMNE U aAMUHUCTPATOpPa YCTPOUCTBA;
- 3aaaTtb IP-agpec, Mmacky ceTtu, IP-agpec wnto3a, DNS cepBep;
- WU3MEHUTb UMA MoJs1b30BaTeENA UNIN NAPONb.

Hacrpotiku ycTporiciea

CeTeBoe uma ycrpoiictea  CCU1001

Pacnonoxenne ycrpoiictea  BOX-1

Aammnnuncipatop ycrpoiictea  admin@local.ru

Hactporiku cetn
MAC-appec ycrpoiictea  2E:CA:A0:00:00:10

IP-agpec ycTpoiictea  192.168.1.1
Macka cetm  255.255.255.0
IP-agpec wniosa  0.0.0.0
DNS cepeep 1 0.0.0.0

DNS cepsep 2 0.0.0.0

Hactporiku http

AaMuHMcTpaTop

Onepatop

Puc. 2.2. CTpaHunua HacTpoeKk ceTu

2.4. Hactpouku SNMP
Ha 3ToM aKkpaHe nosb3oBaTeslb MOXET:
- HactpouTb SNMP-areHTa (yCTaHOBWUTb NMOPT U MoOsib30BaTeNen);
- HactpouTb SNMP-Tpanbl (YCTaHOBUTb NOPT M NoayyaTenen).

Hacrpoiiku SNMP-arenta

MIB-daiin Ckauatb

Mopt SNMP arenta 161

SNMP nonbsosarenu
N2  Readonly community Read/Write community
0  public private
1

2

Hacrpoiikn SNMP-Tpanos

Mopt SNMP arenTa ans onpasky Tpancs 162

Monyuatenu SNMP Tpanos

N2 IP-appec Trap community

0 0000 public
1 0.0.0.0

2 0000

Puc. 2.3. CtpaHuua HacTtpoek SNMP
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2.5. HacTtpouku cobbiTumn
Ha 3TOM aKpaHe nosb30BaTeslb MOXET:
- C NOMOLLbIO BbiNajatoLllero cnmcka BbibpaTb TMM CObbITUA ANS KaXAoro
cny4dasa (CM. puc. 2.7);
- YCTAaHOBUTb pa3pelleHna otrnpaBku SNMP-TpanoB (CM. puc. 2.8).

lMpeaynpexaeHne

Cobbrtve
MNpepynpexaenune

Puc. 2.4. Cnncok TMnoB cobbITUN

Hacrpoiika paspewenus otnpasku SNMP-Tpanos

TPOM30LIN0 UBMEHEHNE HACTPOEK YCTPOWCTBa ompasnATs

VISMEHMIOCH COCTOSHME AMCKPETHOTO BX0Aa ompannaTs

M3MeHNAOCE COCTOAHME ANCKPETHOTO BbIX0Ad He OTNPaBAATE

BbIX0A HaMpsXeHWA 3a YCTaBKM AaTunKa ompasnaTs
BbIXO/| TEMMEpaTyphl 38 YCTaBKM AaTUMKa He OTNpaBAATL

Bbix0z BA@XHOCTW 3a yCTaBku AaTuvka

:
:
[ ]

W3meHuAcs cTaTyc MOAYNA ONPOCa AaTUMKOB He OTNPaBAATL

MZMEHUACA CTATYC AATUMKA HAaNPsXeHW: He oTNpaBAATL

VI3MEHWACA CTaTYC AaTUMKa TeMMNEpaTyphl W BNaXHOCTH He OTNpaBAATL

M3meneHne TEKYLIETo COCTOAHWA NUTaHNA DEIDP_V,C[DE&HWR He OTNpaBAATL

Bbixo/ TeMnepaTyphl 3a yCTaBKM 3KCTUlyaTaumin o6opyaoBaHna He OTNPaBAATL

KoHGAMKT NoKkazaHWii W1 HEKOPPEeKTHaA HaCTPOlika AaTUMKOB KOHTPOAA KnuMata o6opyAoEaHM:A He oTNpaBAATL
BbIXOA TEMMNEpPATYpPhI 3a YCTABKW SKCMAYaTaUMK WwKaha He OTNpaBAATL

KOHGAMKT NOKa3aHMiA WM HEKOPPEKTHaRA HAaCTPOWKa AATUMKOB KOHTPOIS KMMATa wkada e oTnpasnsTh
MsmeHeHue TeKyIero pexxuma paboTbl KIMMaTUUECKWMX YCTaHOBOK He OTNPaBAATL

Hannuue Kaknx-mM60 ACHCTBYIOMMX PYUHBIX YCTAHOBOK He OTNpPaEAATL

Hanuuve kakux-nu6o ASACTBYIOLIUX aBapUIA HE OTNpaBAATL

Hanmume kaknx-nn6o AEACTBYIOLIMX NPeAyNpexaeHnii He OTNpaenfTL

Puc. 2.5. Cnucok SNMP-Tpanos

2.6. Hacrpoukun Modbus

Modbus -

Mopr 502

Puc. 2.6. CtpaHuua HacTporkmn Modbus

Ha 3TOM aKpaHe nosib30oBaTeslb MOXET:
- BKIHOUYNTE/BbIKNHOYNTL MPOTOKOJI;
- YCTaHOBUTb MNOPT.
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2.7.

2.8.

Hactpoiku ycrpoucrea
MapameTpel nepexiouerns  YcTpoiicTso

Hacrpoiika napameTpos nepexatouerms

Pexam nepexntouerus 8eosa @ Mpw nepexone uepes 0

TpuopuTeTHEIi BX0A Bxoa 1 v

3aaep:kka Nno BpeMeHu Ha esoge, ¢ 5,00

[Jlonycramoe orkionerne, B 20

HopmankHoe HanpsaxeHue, B 220

TlapameTpe! nepeiouenns  YCTpORCTBO
Hactpoiika pabortb ycrpoiictsa

ABTOMaTUUECKM BBIKOUATE AUCTUAIRH MO UCTEUEHMM X MUHYT 50

PaspeLumTh JIOKa/IbHOE YNIpaBeHUe YCTaBKaMM YCTPOICTE (C
skparta)

Puc. 2.7. CTpaHuua HaCcTpoeK yCTpOMNCTBa

Ha 3TOM aKpaHe nosb30BaTeslb MOXET:

- BblOpaTb peXxuM nepekstoyeHns BBOAA;

- BblOpaTb NPUOPUTETHbLIN BXOA;

- HaCTPOUTb 3a4epPXKY MO BPEMEHU B CEKYHAAX;

- HaCTPOUTb YCTaBKM MO HaNpPSAXEHUIO;

- HaCTPOUTb aBTOMAaTUYeCKoe OTK/IIDYEeHne anucnses Ha yCTPOUCTBe Nno
NCTEeYEHUN BPEMEHN B MUHYTaX. O MUHYT — Ancnnen He byaeT OoTKNOYaTbCA.
- [AaTb pa3pelueHne Ha ynpas/ieHne yCTaBkaMu C yCTPOMUCTBA.

MwuHUMansHoe 3HauveHne MakcumansHoe 3HauveHne
AOMYCTUMOTO HanpaXxeHus, B HopmansHoe HanpsxeHue, B AOMYCTUMOro HanpsxeHus, B
200 B 220B 2408

/ / /

\ /\ /

Jonyctumoe oTKNOHeHWe, B JonycTrmoe oTKNOHeHWe, B
20B 20B

Puc. 2.8. HacTpoinka yctaBoK Hanpsi>keHus

[ANna HacTpoOMKKM yCTaBOK MO HaNpsXeHuto, Nofib3oBaTesb 3agaeT HopMasibHoe
pabouee HanpskeHne (Uuopw) WU BEAUYMHY OTK/OHEHUS OT HOpPMasibHOro
Hanps>xeHnsa (AU). Takmm obpa3oM gmanasoH paboyero HanpsiXxeHus byaer
BbIrNAaeTb cneayrowmm obpasoM [Uuopm - AU, Unopm + AU].

CepBuc

Ha 3ToM aKkpaHe nosnb3oBaTesib MOXeT:

- nepemTn Ha CamT C ONUCaAHMEM M AOKYMEHTaunen K yCTpouCTBY;
- y3HaTb MOAeNb U BepCuio NpowmnBkn npmbopa;

- BbINOJIHUTb Nepe3anycK yCTPONCTBA;

©=em) 0
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2.9.

- 06bHoBUTbL 06pa3 WEB-uHTepdeinca;
- 3KCNOPT/MMNOPT KOHDUrypaummn npmbopa.

Mocne wMnopta kKOHdurypaumm WEB-uHTepdenc He coxpaHseTr
KOHhUrypaumo aBToMaTMuYeCKM, a 4act BO3MOXXHOCTb NOJib30BaTesNo
NPOBEpPUTb KOPPEKTHOCTb U CaMOCTOSITE/IbHO BblbMpaTb NPUMEHMUTDb
M3MEHEHUNA UJIN OTMEHMTD.

CoxpaHeHue KOHdUrypaumm

Mpu nwboOM M3MEHEeHUU KOHUrypauum OT TeKywen KOH uUrypauumm
YCTPOMNCTBA MNOSABASIETCS NpeanioXeHue COoXpaHuTb Wu3MeHeHnss B O3Y
(onepatuBHOE 3arnoMuMHawouee ycTponcrtso) (CM. puc. 2.17) U KpacHble
NONOCHI B NMpaBoOM 4YacTu NyHKTa HaBUIrauMOHHOIO MEHI0 B pasjesnie KoToporo
npoun3oLwWIn n3MeHeHusa (CM. puc. 2.18).

admin

"pIII.IEHHTI: M3MEHEHWA OTMEHWUTb U3MEHEHWA Butii
bl TIA

Puc. 2.9. lNpeanoxeHne coxpaHuTb KOHduUrypauuto B O3Y

OCHOBHOW 3KpaH
Hactpoiiku cetn
Hactpoiiku SNMP
Hactpoiiku cobbITuii
Hactpoiiku Modbus
HacTtpoiiku koHTakToB
Hactpoiikn aatuvkos

Hactpoiiku ynpasneHms

Pyl-IHDE ynpasneHwe

Cepsuc

Puc. 2.10. MHAMKAUMSA pa3aesnioB, KOHGUrypauns KOTOPbIX OT/IMYAETCS OT TeKyLlel

10

KOHMUrypaumm

Mpn HaxaTun Ha KHOMKY «OTMEHUTb WU3MEHEHUS» BCE He COXPaHEéHHble
M3MeHeHna uncyesHyT. [lpn HaxaTunm Ha «[lpuHATL WU3MEHeHUa» HoBasd
KOHUrypaumsa CoOXpaHAeTCa TO/IbKO 40 OTKKYEHMS nuTaHng npubopa.

UYTOobbl COXpaHUTb HOBYK KOHdurypauuto B [3Y Haxmute «CoxpaHuTb
KOHUrypaumio», KHomnka «llepe3sarpy3uTtb KOHMUrypauuto» BO3BpallaeT
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nocneaHo coxpaHéHHyto B M3Y (NOCTOSSHHOEe 3anoMuHalouee YyCTPOMCTBO)
KoHdurypaumto (cM. puc. 2.19).

admin

CoxpaHuTb KOHDUIypauuo [lepesarpysutb KOHQUrypauuo

BbiidTi

Puc. 2.11. MNpepnoxeHue coXpaHUTb KOHGUrypauuto B M3y

Mpn opHoBpeMeHHOM paboTe C¢ WEB-MHTEp(dENCOM C pas3HbiX YCTPOWCTB
MOXET BO3HWKHYTb CMTyauusl, KOraa OAMH MoJsib3oBaTeslb BHEC M3MEHEHUS B
KOHdUrypaumio C COoxpaHeHumeM. Toraa BTOPOW nNosb30BaTeNb YBUAUT
npeasioXXeHne NpUMEHUTb ero TeKylyk KoHdurypauuto (cM. puc. 2.17 wu
puc. 2.18), OT/IMYHYIO OT TON YTO COXPaHWN NMepBbii NOSIb30BaTENb.

Mpun nNoOAK/IIOMEHMM NUTaHUSA, YCTPOMCTBO HadyHeTr paboty c
nocsiegHen, coxpaHéHHou B N3Y, koHdUurypaumen.

Mpn n3MeHeHun IP-agpeca yCTponcTBa, CoxpaHeHue KoHdurypaumm B M3Y
Heo6x0AMMO BbINMONHATL Ha HOBOM IP-agpece 6e3 OTK/II0YEHMS NMUTAHUS.

©¢=ier) 11



